ABSTRACT This paper presents the new results on the H ∞ control of a class of completely uncertain nonlinear networked control systems with random communication packet dropouts, which is partially considered in this paper. The uncertainties in the plant are assumed to be real and time-varying, as well as norm, bounded. The random packet losses are modeled as a Bernoulli distributed white sequence with known conditions on their probability distribution. The controller was designed as an observer-based H ∞ dynamic, such that the closed-loop system is exponentially mean square stable and the effect of the disturbance input on the controlled output is less than a minimum level γ for all admissible uncertainties. New sufficient conditions for the existence of such a controller are presented and proved based on the linear matrix inequalities' approach. The theory presented is illustrated by a numerical example to show the effectiveness of the developed techniques.
I. INTRODUCTION
When considering the subject of controlling physical systems, simplification of the model or the linearizing of it are two of the mostly used techniques. These two techniques create uncertainty either in signals or in their models. Also uncertainty in the model may exist due to the existence of noisy input or output data. Other possible sources for the uncertainty in models are discussed in [1] and the references therein. One way to model such uncertainties/perturbations is by additive uncertainty. A wide class of systems with uncertainty are characterized by the presence of unknown parameters. In such systems, the analysis and synthesis are to determine various possible behaviors of the system as well as design robust control strategies for a family of admissible values of the uncertainty. In June, 2009 a technical committee on systems with uncertainty was initiated which aims to provide researchers working in this area with a network of resources, events, contacts, and other, [2] . It is well known that the unknown external disturbances strongly affect the control performances in networked control systems (NCSs).
The associate editor coordinating the review of this manuscript and approving it for publication was Lin Wang. In practice, estimating of a disturbance on the control input channel is preferable over estimating the disturbance itself. This is because the objective of control input is to reject the disturbance and improve the performance in NCSs [3] .
Control of the network and control over the network are two issues that researchers considered in the area of Networked Control System (NCS). Control of the network concerned with network problems such as networking protocols, congestion, routing, efficient communication, etc. While control over networks looks after problems that are faced during industrial systems control over the network. In real time control, the effects of the network time delay, packet dropout or disorder of packet arrival are required to be minimized by the controller. The goals of the research in these two areas are to attain a high Quality of the Services (QoS) and a high Quality of Control (QoC). The work in this paper is devoted to the second type, QoC. The applications of NCSs in a wide range of areas such as in environmental monitoring, autonomous robots, industrial automation, smart grids, mobile communications and so on make it successful due to its many advantages such as low cost, simple installation, reduced system wiring and high reliability, see for example [3] and references therein.
The major focus of researchers has been to study the stability of Linear Networked Control Systems (LNCS), see for example [4] - [6] and the references therein. In the mean time, Nonlinear Networked Control Systems (NNCS) methods that have been considered are extensions of some techniques that were proposed to control LNCS under suitable conditions and assumptions.
A certain observer-based H ∞ control for a special class of certain NNCS with packet losses was discussed in [7] . The packet losses are modeled either occurred or not occurred using Bernoulli distribution. The results were in the form of Linear Matrix Inequality (LMI).
Fei et al. [8] noticed that before 2006 the researchers concentrated deeply on linear NCS. Therefore, their research started by modeling the nonlinear systems with induced time delay with uncertainty. Packet loss or bandwidth limitation were not assumed.
Nonlinear Model Predictive Control (NMPC) with some assumptions was used in [9] to prove some results on the stabilization of NNCS. The uncertainty in connection with the Networked Delay Compensation (NDC) strategy was considered.
Robust control of uncertain semi-Markovian jump systems using sliding mode control method is presented in [10] . In this work the uncertainty only included in the state matrix A.
In this paper, the stability and design of an observer-based controller for uncertain NNCS that suffer from packet losses in both directions will be established. The work of [7] for designing a certain observer-based H ∞ controller for certain NNCS will be extended to uncertain NNCS where all system parameters are assumed to suffer from additive uncertainty. Two new procedures for converting Bilinear Matrix Inequality (BMI) to Linear Matrix Inequality (LMI) are proposed. In choosing the Lyapunov function with two terms which include positive define matrices P and Q, they were considered as equal in [7] while in our work are different. To the knowledge of the author, the problem of designing an observer based H ∞ dynamic controller for NNCS with uncertainties in all of its parameters not been discussed and solved yet.
Finally, the theory presented in this paper will be demonstrated by a numerical example to show its effectiveness.
The paper is organized as follows. Section II, presents the formulation of the problem. Section III, presents the main results where Subsection III.A covers the stability analysis, Subsection III.B studies the H ∞ performance and Subsection III.C presents new techniques to obtain the gains of the controller and the observer. To show the effectiveness of the proposed work, a numerical example is given in Section IV, while Section V concludes the work.
The notations that are used in this paper standard. The occurrence probability of the event ''· is denoted by Pr{·}, while E{x} denotes the expectation of the stochastic variable x. I + , R, R n and R n×m stand for the sets of positive integers, the real numbers and the n -dimensional of Euclidean space and R n×m all n×m real matrices respectively.
The maximum and the minimum eigenvalues of matrix A are denoted by λ max (A) and λ min (A) respectively. While · is the Euclidean vector norm or the induced matrix 2 − norm. I is the identity matrix with appropriate dimension. When X and Y are symmetric matrices, then X > Y or (X ≥ Y ) means X − Y are definite matrix (semi-definite matrix). Blockdiagonal matrix is denoted by diag(a 1 , a 2 , . . . ..a n ) and '' * '' is used in symmetric block matrices.
II. PROBLEM FORMULATION
A nonlinear networked control system (NNCS) with packet dropout in the network is shown in Figure 1 . The controlled plant is nonlinear and all its parameters are uncertain. The random packet losses, from the sensor to the controller or from the controller to the actuator, occur simultaneously over the communication network. In this work it is assumed that the data is transmitted in a single-packet manner with the same transmission length and that it employs a pointto-point network allowable data dropout rate.
The considered uncertain nonlinear networked control system is given as follows:
where x k ∈ R n is the state vector, u k ∈ R m is the control input vector, z k ∈ R r is the controlled output vector, w k ∈ R q is the disturbance input belong to l 2 [0, ∞), and 
The following equation describes the measurement with random communication packet losŝ
where y k ∈ R p is the measured output vector, (C 2 + C 2 ) ∈ R p×n , D 2 ∈ R p×q are real constant matrices. The linear stochastic variable α k ∈ R is a Bernoulli distributed white sequence which simulates the packet dropout from the sensor to the controller with the following probability and variance
The stability analysis and controller synthesis for the NNCS system given in (1-5c) with random packet losses is very important in both theory and applications, and it is also a very challenging problem. The proposed dynamic controller is observer-based and is described by the following equations.
wherex k ∈ R n is the observer state,ū k ∈ R m is the control input to the observer,û k ∈ R m is the output of the state feedback controller, u k ∈ R m is the control input of the controlled system, L ∈ R n×p is the observer gain and K ∈ R m×n is the state feedback controller gain. The stochastic variable β k ∈ R is a linear Bernoulli distributed white sequence which simulates the packet dropout from the controller to the actuator with the following properties.
It is assumed that the linear stochastic variables α k and β k are different.
The uncertainty matrices are defined as follows:
where N 3 and N 4 are known real matrices with appropriate dimensions. k is an unknown time-varying matrix with the following constraint
depends on the values of l and k. Define the state estimation error as
Then from (1), (4) and (6), and after some mathematical manipulations, the closed loop states for the uncertain nonlinear networked and the observer, x k+1 andx k+1 , become
The error dynamic is given as
Define η k and F k as
The closed-loop uncertain nonlinear network control system is written in the following compact form
This compact system contains the stochastic parameters α k and β k . VOLUME 7, 2019
III. THE MAIN RESULTS
The objectives of this paper are to design an observer-based controller (6) for the uncertain nonlinear networked control system (1), such that, in the presence of disturbance and random packet losses, the closed-loop nonlinear networked system (14) is exponentially mean square stable and the H ∞ performance constraint
is satisfied for a minimum scalar γ > 0.
The following useful definition and lemmas are required in this paper.
Definition 3.1: The closed loop uncertain nonlinear networked control system ( 14) is said to be exponentially mean-square stable, when w k = 0 if there exist constant φ > 0 and τ ∈ (0, 1)such that
Lemma 3.2 [12]: Given real matrices M = M T , H and E with F(t) satisfying F(t)F T (t) < I then M + HFE + E T F T H T < 0, if and only if there exist a positive scalar
In this subsection, a stability theorem will be stated which gives a sufficient condition for the exponential mean square stability of the closed loop uncertain NNCS (14) with an observer based dynamic controller. 
Assume the following Lyapunov function,
where P > 0 and Q > 0. Then
where
For simplicity in the derivations, introduce the following intermediate variables from (21)
Then V k can be rewritten as follows
By expanding (23) with simplifications, we get
Using the properties of the two independent stochastic Bernoulli distributions α k and β k , we get
Then using (5c) and (7c), V k in (24) is reduced to
Then by substituting (22) in (25), and grouping similar terms, (25) can be written as
and
The constraints (2) and (3) could be rewritten as
By Lemma (3.1) with the constraints (28) and (29), V k = ξ T k ξ k < 0 holds if there exist matrices P > 0, Q > 0 and scalars τ 1 > 0, τ 2 > 0 such that the following Matrix Inequality (MI) is satisfied
which can be rewritten as
Then, the second term in (31) can be written as 
Now we may start separating the uncertainties from 02 as follows.
Using the definition of the uncertainties A, B and C 2 defined in (8) and using simple manipulations we may write 02 1 as follows
For simplification in completing the proof, let 0 in (32) be split as 
for any 1 
2) to combine all terms, we get
which is similar to (18) with 0 = 0 . Thus, it has been proved that
This proves that
Therefore by definition (3.1), the closed-loop uncertain nonlinear networked system (14) with zero disturbance is exponentially mean square stable under the observer based controller (6) . This ends the proof of stability.
B. H ∞ -PERFORMANCE
Next, the sufficient condition proved in Theorem 3.1 will be extended to show that the closed-loop uncertain nonlinear networked control system (14) is exponentially mean square stable and satisfies the H ∞ -performance constraint stated in (15) under nonzero disturbance w k . 
Proof: For any nonzero w k , the proof will follow that of Theorem 3.1. In this case, (19) and (20) are modified as follows:
and V 1 and V 2 are as defined in (21). For simplifying the derivation, introduce the following intermediate VOLUME 7, 2019 variables
where T s i are as defined in (22). Then
T k < 0 By using the Bernoulli distribution properties stated in (5a-5c) and (7a-7c) one gets
, with simplifications and grouping similar terms, we have 
In the same manner as in (28) and (29), the constraints ( 2) are reshaped as
Assume there exist real scalars τ 1 > 0, τ 2 > 0 and matrices P > 0 and Q > 0, then by the S-procedure, we have
That is
which can be rewritten in the following form.
Using the Schur Complement and separating the uncertainty terms with simplifications, can be rewritten as
Now by substituting the uncertainties from (8) in 12 1 , it can be written as
Then 0
Then combining all terms of 
where Y 1 and Z 1 are as defined in (36). Finally and according to Lemma (3.2), we have  which is similar to (36). At the end, it can be concluded from (38) that
Taking the summation of (48) from 0 to ∞, yields
where the CLNNC (closed-loop nonlinear networked control) system in (14) is exponentially mean square stable and for η 0 = 0, it can be concluded that
Hence, the H ∞ performance constraints (15) are achieved. This ends the proof.
C. CONTROLLER DESIGN
The matrix inequality in (46) is bilinear in K , L, P and Q.
In the this subsection we propose two methods to convert the MI in (46) 
Let T = diag{I , T, I , I } where
Multiply (51) from left and write by T , we get
The MI in (53) still contains P, P −1 , Q and Q −1 . To convert (53) to LMI, two approaches are proposed in this paper which are summarized in the following two cases. Case A: The following inequality −P −1 < −2I +P is used since
Then the following corollary summarizes the results of this subsection. The observer gain is given by L = Q −1 H while our procedure separate the state feedback gain K from the system matrices.
Case B: In the second method, the S-procedure is used as follows. If 0 < 0, ∃ 1 ≥ 0 such that 0 − 1 < 0. where S 11 = P −1 + S 11 , S 22 = P −1 + S 22 and S 33 = Q −1 + S 33 . So we replace T 022 T in (53) by 0 − 1 in (55).
The following corollary summarize the results of this approach. (57) subject to inequality given in (53) for case (B) and the approximation used in (55).
IV. SIMULATION
In this section, a matlab code has been developed to solve LMI in (53). For the system described by (1) and (4), the following parameters are used in this simulation. and ω k = 1/k 2 is taken as the input disturbance. The objective of this example is to design the proposed controller in (6) for the system described in (1), such that the H ∞ performance index γ is minimized. The simulation was performed for the two different approaches proposed in Subsection IIIC; i.e. Case A and Case B. The results have been summarized in Table 1 .
Looking for the values of the H ∞ performance γ in Table 1 , we can see that the linearization approach described in Case B gives better results than the approach described in Case A. The performance factor γ remained balanced in both cases for different values of the packet losses probabilities α and β. The table shows that our proposed linearization given in Case B gives better results than case A. Figures 2 to 7 show the state trajectories of the uncertain NNCS of the system by the H ∞ observer-based controllers that were achieved. There are only slight difference in the magnitude (overshot) and settling time (in seconds), but there is a big difference in the magnitude of the performance index γ .
V. CONCLUSION
This paper describes a new approach to solve the observer-based H ∞ controller problem of a class of uncertain nonlinear network control systems (NNCS) with packet dropouts. The packet dropouts over the network in two directions were modeled as two different Bernoulli distributions. New LMI's were derived to insure that the system is exponentially mean square stable and that the H ∞ performance is minimized. A numerical example is presented to show the effectiveness of the derived LMIs. For the future work, the following theoretical and practical directions are suggested.
• Direction I (Theoretical): The results of the work presented in this paper can be extended to solve the Resilient (non-fragile) control of uncertain nonlinear networked control system (UNNCS).
• Direction II (Theoretical): Different types of control techniques such as Sliding mode control, Model Predictive Control, Backstepping Control,. . . , etc, can be studied to solve the UNNCS problem. Only when these work is available, comparison between their results can be done.
• Direction III (Experimental): Real time implementations of the results presented in this paper can be tested on small scale laboratory system. We are looking for a master student to help in implementing this task.
